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Abstract 

Cancer has arisen from both genetic mutations and epigenetic changes, making epigenetics a crucial area of research 
for innovative cancer prevention and treatment strategies. This dual perspective has propelled epigenetics 
into the forefront of cancer research. This review highlights the important roles of DNA methylation, histone modifi-
cations and non-coding RNAs (ncRNAs), particularly microRNAs (miRNAs) and long non-coding RNAs, which are key 
regulators of cancer-related gene expression. It explores the potential of epigenetic-based therapies to revolution-
ize patient outcomes by selectively modulating specific epigenetic markers involved in tumorigenesis. The review 
examines promising epigenetic biomarkers for early cancer detection and prognosis. It also highlights recent progress 
in oligonucleotide-based therapies, including antisense oligonucleotides (ASOs) and antimiRs, to precisely modulate 
epigenetic processes. Furthermore, the concept of epigenetic editing is discussed, providing insight into the future 
role of precision medicine for cancer patients. The integration of nanomedicine into cancer therapy has been 
explored and offers innovative approaches to improve therapeutic efficacy. This comprehensive review of recent 
advances in epigenetic-based cancer therapy seeks to advance the field of precision oncology, ultimately culminating 
in improved patient outcomes in the fight against cancer.
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Introduction
Cancer, a complex and devastating group of diseases, 
continues to be a major global health concern. It is 
characterized by the uncontrolled growth and spread 
of abnormal cells [1–4] and a leading cause of death 
worldwide [5–10]. In 2020, there was approximately 10 
million cancer-related deaths, continuous  to be second-
leading cause of death after cardiovascular diseases [11, 
12]. The number of new cancer cases diagnosed each 
year worldwide was estimated to be over 19 million [13]. 
This number is expected to continue to rise due to fac-
tors such as elderly peoples and lifestyle changes [11, 13]. 
In recent years, a growing focus on the significance of 
epigenetics in cancer initiation, progression, therapeu-
tic approaches and significant strides have been made 
in comprehending the genetic changes associated with 
different types of cancer [7, 13, 14]. Epigenetic modifi-
cations like DNA methylation, histone alterations, and 
non-coding RNAs control genetic material expression 
and chromatin structure. Dysregulation of these mecha-
nisms links to aberrant gene expression, impacting key 
pathways in oncogenesis [15–26]. Specific epigenetic 
changes, like DNA hypermethylation in tumor suppres-
sor genes or global hypomethylation, underlie various 
cancers, disrupting signaling pathways and DNA repair, 
and influencing immune response genes [27, 28]. The 
identification of epigenetic biomarkers has gained sig-
nificant momentum in recent years [29–32]. Researchers 
have focused on identifying DNA methylation patterns 
or histone modifications that are specific to certain can-
cers. These epigenetic signatures have the potential to 
revolutionize cancer diagnostics, enabling early detection 
and personalized treatment strategies [29]. The develop-
ment of epigenetic therapies has emerged as a promising 
avenue in cancer treatment. Epigenetic drugs, such as 
DNA methyltransferase inhibitors and histone deacety-
lase inhibitors, have shown therapeutic efficacy in vari-
ous preclinical and clinical studies. These therapies are 
used to reverse aberrant epigenetic modifications, restor-
ing normal gene expression patterns and halting cancer 
progression [30–35].

Recently, the effectiveness of nanoparticle-based 
epigenetic medication delivery is its capacity to capitalize 
on the tumor vasculature’s increased permeability and 
retention (EPR) effect [40–43]. These nanoparticles can 
also be modified on the surface and fitted with ligands to 
enable active targeting, which increases their specificity 
for cancer cells. This approach holds great promise for 
improving cancer patient outcomes [30]. The role of 
non-coding RNAs, including microRNAs and long non-
coding RNAs, in cancer epigenetics has gained significant 
attention. Understanding the intricate interplay between 
non-coding RNAs and epigenetic modifications 

represents a cutting-edge area of cancer research [2]. This 
review aims to address two distinct yet interconnected 
areas: the impact of epigenetic modifications on 
cancer and the application of nanomaterials in cancer 
therapy. Specifically, this review explores, influence 
of DNA methylation, histone modifications, and non-
coding RNAs  to cancer progression and targeting these 
epigenetic alterations to offer new therapeutic strategies. 
Additionally, the current review examines the role of 
nanomedicine, particularly nanoparticle-based delivery 
systems, in enhancing the effectiveness of epigenetic 
therapies through mechanisms such as the enhanced 
permeability and retention (EPR) effect and active 
targeting.

Understanding cancer epidemiology
Cancer continues to be a significant global health con-
cern [12]. The leading causes of cancer-related deaths 
remained consistent, with lung, liver, stomach, breast, 
and colon malignancies topping the list [36].

The male and female cancer mortality rate in the world 
is shown in Fig. S1. Mongolia had the highest cancer-
related mortality rate among men, with 224.3 deaths 
per 100,000 individuals (https://​www.​wcrf.​org/​can-
cer-​trends/​global-​cancer-​data-​by-​count​ry/). Epigenetic 
alterations significantly influence the incidence of several 
prominent cancers worldwide. Among these, lung cancer 
stands as the most prevalent, with an estimated annual 
occurrence of approximately 2.2 million new cases. Fol-
lowing closely, breast cancer registers around 2.3 mil-
lion new cases annually, while colon cancer contributes 
roughly 1.9 million new diagnoses each year. Stomach 
cancer demonstrates an annual incidence of about 1.1 
million cases, and liver cancer accounts for approxi-
mately 900,000 new cases per year. The impact of epige-
netic changes in the development and prevalence of these 
malignancies is substantially growing.

Numerous factors contribute to cancer prevalence, 
including high rates of tobacco consumption, occupa-
tional exposure to specific chemicals, infectious agents 
like HPV and hepatitis B/C, exposure to environmental 
toxins, and limited access to healthcare facilities, par-
ticularly in rural areas (Table 1). Bladder cancer emerged 
prominently, study led by Ibrahim Jubber, reporting 
573,000 cases worldwide, resulting in 213,000 fatalities. 
Möller et al.’s study analyzed 167,919 cases, with adeno-
carcinoma prevailing at 86.4% [37]. Notable disparities 
were observed in age-standardized incidence rates across 
age brackets. Incidence dropped among older individu-
als but remained relatively steady in the younger group. 
Neuroendocrine tumors, T1 tumors, and G2 tumors 
exhibited an alarming increase in both age groups.

https://www.wcrf.org/cancer-trends/global-cancer-data-by-country/
https://www.wcrf.org/cancer-trends/global-cancer-data-by-country/
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Furthermore, younger patients exhibited higher 
relative survival rates, particularly in neuroendocrine 
tumors. Mederos’s study highlighted evolving gender 
disparities in lung cancer [38]. Meanwhile, Abood et  al. 
research in Basra found leukemia to be the leading 
cause of child mortality, while urinary bladder, lung, 
and bronchus cancers prevailed in adult males [39]. The 
study emphasized the significance of understanding 
demographics for effective cancer prevention and 
treatment. It is imperative to disseminate this 
information to empower healthcare professionals, 
researchers, and the public in the ongoing battle against 
cancer, exploring innovative approaches like epigenetics 
and nano-medicine for more effective prevention and 
treatment strategies.

Global incidence and prevalence of different cancers
Cancer remains a formidable global health challenge, 
marked by varying incidence and prevalence rates across 
different regions. The proportion of new cancer cases 
in less developed countries is expected to rise from 
approximately 56% in 2008 to over 60% by 2030, driven by 
increasing cancer rates, improvements in life expectancy, 
and population growth [151]. An extensive overview 
reveals lung cancer as the most frequently diagnosed 
worldwide, accounting for about 2.2 million new cases 
annually [152]. High incidence rates are seen in countries 
with significant tobacco use and air pollution, such as the 
United States, China, and Australia [152]. Lung cancer 
also carries the highest mortality rate, notably affecting 
Eastern Europe, Central Asia, and North America [153]. 
Breast cancer ranks as the most prevalent cancer among 
women globally, with approximately 2.3 million new 
cases annually [154]. Higher incidence rates are evident 
in North America, Western Europe, and Australia, 
reflecting advanced detection capabilities and actual 
disease prevalence. Mortality rates are particularly 
pronounced in regions with limited access to early 
detection and treatment, including parts of Africa and 
South Asia [154]. Colon cancer, with an annual incidence 
of around 1.9 million cases globally, shows peak rates in 

North America, Europe, and Australia, influenced by 
dietary and lifestyle factors [155, 156]. Stomach cancer, 
responsible for about 1.1 million new cases per year, 
is most prevalent in East Asia, especially in Japan and 
South Korea, due to dietary practices and Helicobacter 
pylori infection [157]. Liver cancer affects approximately 
900,000 individuals annually, with the highest incidence 
rates in East Asia and sub-Saharan Africa, linked to 
chronic viral hepatitis and aflatoxin exposure [158–
160]. Bladder cancer, with approximately 573,000 new 
cases each year, demonstrates high incidence in North 
America and Europe, associated with smoking and 
occupational exposures. Leukemia, a significant global 
concern, disproportionately impacts regions with varying 
healthcare infrastructure and access to treatment. 
Overall, cancer incidence and mortality rates exhibit 
substantial regional disparities influenced by lifestyle 
choices, healthcare accessibility, and environmental 
factors.

Epigenetic machinery: orchestrating gene 
regulation and cellular identity
The epigenetic machinery is a complex and highly 
regulated system and plays a pivotal role in controlling 
gene expression and cellular identity. It includes three 
unified components: DNA methylation, histone post-
translational modifications, and non-coding RNAs 
(ncRNAs) [40–43]. These components work together to 
orchestrate gene regulation and epigenetic modifications, 
ultimately shaping an organism’s development, cellular 
differentiation, and response to environmental cues 
(Fig. 1a, b).

Within cellular differentiation, pivotal players like PRC1 
and PRC2, belonging to polycomb complexes, orches-
trate specific gene expression patterns. PRC1, recogniz-
ing and binding to the H3K27me3 mark, further fortifies 
the repressive state by introducing ubiquitin molecules 
to histone H2A. PRC2 assumes responsibility for adding 
methyl groups to histones and DNA, instigating signals 
that lead to repression, leading to the formation of tri-
methylated lysine-27 on histone H3 (H3K27me3) as well 
as 5-methylcytosine within DNA. This marks the ground-
work for gene repression. Eukaryotic cells rely on three 
nuclear RNA polymerases, each with distinct functions. 
RNA polymerase thorough module dives into the realm 
of regulatory non-coding RNAs, explicating their biogen-
esis and functions. It spans the mechanisms involved in 
generating small interfering RNAs (siRNAs), microRNAs 
(miRNAs), PIWI-interacting small RNAs (piRNAs), and 
tRNA-derived small RNAs (tsRNAs), elucidating their 
diverse roles in cellular regulation.

Mitochondrial genetics present an intriguing 
landscape, with approximately 80 proteins 

Table 1  Primary risk factors linked to each type of cancer

Cancer type Risk factors

Lung cancer Smoking, exposure to asbestos, radon, air pollution

Breast cancer Genetic mutations (BRCA genes), hormonal factors

Colon cancer Diet (low fiber, high fat), genetic predisposition

Stomach cancer Helicobacter pylori infection, smoking, diet

Liver cancer Chronic viral hepatitis (HBV, HCV), alcohol con-
sumption
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comprising the human mitochondrial respiratory 
chain. Thirteen of these proteins derive from the 
circular mitochondrial genome (mtDNA), which 
exists in cells in varying copies, ranging from 1000 
to 10,000. Alongside encoding proteins, mtDNA 

contains two rRNAs as well as twenty-two tRNAs, 
deficient introns within its double-stranded structure. 
Important components governing transcription and 
replication are located in the non-coding region of 
mtDNA, highlighting the non-coding region’s critical 
role in mitochondrial upkeep and function. Recent 

Fig. 1  A Schematic diagram illustrating the pathway and expression of miRNA21. This figure shows the interaction of miRNA21 
within nucleosomes and its role in the regulation of transcription from mitochondrial promoters. Key components include miRNA21, nucleosome 
complexes, and mitochondrial transcription factors. The pathways and interactions are detailed to illustrate how miRNA21 influences gene 
expression at the chromatin level. B Schematic diagram showing the expression of miRNA21 across different tissues. The figure integrates RNA-seq 
data from 122 human individuals representing 32 different tissues, highlighting the differential expression of miRNA21. The diagram includes details 
on how miRNA21 expression is mapped across various tissue types, with annotations indicating specific tissues and expression levels. For further 
details, refer to the RNA-seq dataset available at (https://​react​ome.​org/​Pathw​ayBro​wser/#/R-​HSA-​74160​&​SEL=R-​HSA-​75944​&​DTAB=​EX) [49]

https://reactome.org/PathwayBrowser/#/R-HSA-74160&SEL=R-HSA-75944&DTAB=EX
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studies have demonstrated the important role that 
epigenetic changes, such as modifications to histones, 
methylation of DNA, and non-coding RNAs, play in 
initiating, advancing, and metastasizing various types 
of cancer [1, 26, 31, 33].

Methylation of DNA
DNA methylation is the process of adding a methyl 
group (-CH3) to cytosine residues in DNA molecules, 
primarily occurring at CpG (cytosine-phosphate-gua-
nine) dinucleotides [44]. DNA methylation, a pivotal 
modification, is orchestrated by DNA methyltransferase 
(DNMT) enzymes [32, 44, 45]. While the de novo meth-
yltransferases DNMT3A and 3B target hemimethylated 
or unmethylated CpG sites, initiating novel methylation 
patterns, DNMT1 plays the critical role of maintaining 
pre-existing DNA methylation [32, 46].

This epigenetic phenomenon exerts profound influ-
ence over a plethora of vital biological processes in the 
mammalian genome. They include gene expression and 
post-transcriptional processing control, coordination 
of post-translational modifications, chromatin struc-
ture modification, control over genomic imprinting, X 
chromosome inactivation, and suppression of repeti-
tive DNA sequences. [35, 44, 45]. DNA methylation is 
responsible for maintaining genomic stability, silencing 
repetitive elements, and regulating tissue-specific gene 
expression patterns [32, 35, 44–46]. Sun et al. examined 
the impact of a catalytic activity-defective mutant and 
wild-type (WT) UTX on the gene expression profiles 
of 786-O and HCT116 cells. The bulk of target genes’ 
expression is significantly regulated by a mix of catalytic 
activity dependent and independent mechanisms, as the 
study confirmed. These results highlight the possibility of 
creating and applying pharmaceuticals that specifically 
target alterations in H3K27 or H3K4 for therapeutic pur-
poses [47]. Epigenetic modifications exert their influence 
on genes critical for tumor suppression, DNA repair, and 
the regulation of the cell cycle [24, 25, 34, 48].

Epigenetic modifications in cancer: impact 
and implications
Cancer epimutations involve the hypermethylation 
of CpG islands within the promoter regions of tumor 
suppressor genes [34]. This hypermethylation effectively 
silences p53, RB1, BRCA1, MLH1 and VHL pivotal 
genes, unleashing unbridled cell growth. Furthermore, 
the phenomenon of global hypomethylation, prevalent 
in many cancer types, can give rise to genomic instability 
and the activation of oncogenes. Additionally, these 
changes play a pivotal role in the emergence of drug 
resistance in cancer cells [24, 34, 48]. For instance, 

alterations in epigenetic marks can lead to modified 
expression of drug transporters and DNA repair 
enzymes, rendering the cancer cells less susceptible to 
treatment.

Recent studies have revealed the involvement of 
hydroxymethylation in cancer development [32, 35, 50]. 
This process actively participates in DNA demethylation 
by oxidizing 5-methylcytosine (5-mC) to 5-hydroxym-
ethylcytosine (5-hmC), catalyzed by a methylcytosine 
oxygenase and involving members of the TET protein 
family [26]. Reduced expression of TET genes in human 
cancers leads to diminished levels of hydroxymethylation 
[31, 35, 51]. Additionally, N6-methyladenine (N6-mA) 
alterations, functioning as a repressive epigenetic marker 
beyond 5-mC and 5-hmC methylation states, suppress 
long interspersed nuclear element (LINE) transposons. 
Recent studies have observed elevated N6-mA levels in 
glioblastoma [33, 52].

Histone post‑translational modification: bridging 
genetics and epigenetics
Histone post-translational modifications encompass 
chemical alterations (e.g., acetylation, methylation, and 
phosphorylation) to histone tails [45, 52, 53]. These 
modifications dynamically influence chromatin struc-
ture, affecting its accessibility to transcription factors and 
RNA polymerase, thereby regulating gene expression [33, 
45, 46, 50]. This ‘histone code’ determines gene activ-
ity or silencing, responding to cellular signals [32]. His-
tone proteins, forming the core of nucleosomes, consist 
of a structured C-terminal domain and an unstructured 
N-terminal tail [32, 53]. These tails undergo diverse post-
translational covalent alterations, including methylation, 
acetylation, ubiquitylation, sumoylation, and phospho-
rylation at specific residues. Zhao and Shilatifard have 
outlined additional alterations, such as lactylation, deimi-
nation, ubiquitylation, ADP-ribosylation, deamination, 
formylation, O-GlcNAcylation, propionylation, butyryla-
tion, crotonylation, and proline isomerization [53].

These modifications are central to regulating essen-
tial cellular processes like transcription, replication, and 
repair. Together, they constitute the ’histone code,’ pre-
serving cellular memory and dictating chromatin struc-
ture and function. Their impact extends to chromatin 
accessibility and their ability to recruit or sequester non-
histone effector proteins, interpreting encoded informa-
tion patterns.

Non‑coding RNA: microRNAs (miRNAs) and long 
non‑coding RNAs (lncRNAs)
Transcribed RNAs, predominantly comprising non-
coding sequences, include a prominent category known 
as long non-coding RNAs (lncRNAs) [1, 54]. These 
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transcripts, exceeding 200 nucleotides in length, lack 
protein-coding potential and are subject to various epi-
genetic modifications, such as N6-methyladenosine, 
N1-methyladenosine, 5-methylcytosine, 7-methylguano-
sine, and 2′-O-methylation [55]. Enzymes categorized 
as ‘writers,’ ‘readers,’ and ‘erasers’ orchestrate these RNA 
modifications within the epigenetic framework [1, 54, 
56]. Among these modifications, m6A and m5C have gar-
nered significant scientific interest, leading to structural 
and functional alterations in lncRNAs [57]. An overview 
of different types of small RNA molecules and their roles 
in gene regulation at various levels were shown in Fig. S2 
(a, b).

Non-coding RNAs encompass a diverse range of RNA 
molecules that play pivotal roles in gene regulation 
without encoding proteins. The major classes within 
this domain include miRNAs and lncRNAs [58]. The 
miRNAs, a type of small non-coding RNA, are crucial 
for posttranscriptional gene expression regulation, 
impacting various biological functions like cell division, 
proliferation, and programmed cell death [59]. The 
miRNAs have been associated with numerous diseases, 
and ongoing clinical trials utilizing miRNA-based 
approaches have shown promise in treating conditions 
such as cancer and viral infections [52, 53, 58, 59]. These 
brief RNA molecules interact with messenger RNAs 

(mRNAs), leading to mRNA degradation or translational 
repression. Figure  2 elucidates the miRNA-mediated 
regulation of the p53 pathway in prostate cancer 
(WP3982), highlighting their role as post-transcriptional 
gene expression regulators.

The Fig. 3 clearly reveals the biogenesis of microRNAs 
(miRNAs). The biogenesis of microRNAs (miRNAs) can 
be succinctly outlined in five stages. List of well-studied 
miRNAs associated with various types of cancer was 
shown Table 2.

Integrating chromatin accessibility into the epigenetic 
regulation framework: DNA methylation, histone 
modifications, and noncoding RNAs
Epigenetic regulation involves complex interactions 
between DNA methylation, histone modifications, and 
noncoding RNAs, all of which affect chromatin structure 
and function [145, 146]. Chromatin accessibility, which 
determines how readily DNA can be accessed by tran-
scriptional machinery, is a critical factor in this regula-
tory framework.

DNA methylation and chromatin accessibility
Role in Chromatin Accessibility DNA methylation pre-
dominantly occurs at cytosine residues within CpG dinu-
cleotides. This modification is closely associated with 

Fig. 2  Diagram illustrating the regulation of the p53 pathway by miRNAs in prostate cancer (WP3982). The figure depicts how elevated levels 
of specific miRNAs affect the p53 signaling pathway in prostate cancer cells. Key elements shown include the targeted genes within the p53 
pathway, the interactions between miRNAs and these genes, and the overall impact on pathway activity. For a detailed view of the pathway, refer 
to (https://​www.​wikip​athwa​ys.​org/​pathw​ays/​WP3982.​html)

https://www.wikipathways.org/pathways/WP3982.html
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transcriptional repression. Methylation of promoter 
regions can inhibit the binding of transcription factors 
and other regulatory proteins, leading to reduced chro-
matin accessibility. Consequently, the DNA becomes less 

accessible for transcriptional machinery, resulting in gene 
silencing [147].

Interaction with Chromatin Structure Highly 
methylated regions are often found in heterochromatin, 
which is a more condensed and less accessible form of 

Fig. 3  The schematic representation reveals the biogenesis of microRNAs (miRNAs). The biogenesis of microRNAs (miRNAs) unfolds through five 
key stages: Transcription: miRNA precursors originate from autonomously transcribed genes, co-transcripts with other genes, or introns of host 
genes. RNA polymerase II transcribes most miRNAs, though some come from RNA polymerase III co-transcripts with adjacent repetitive elements. 
The initial transcript, known as primary microRNA (pri-miRNA), includes an imperfectly double-stranded region within a hairpin loop, with longer 
sequences extending from both the 5′ and 3′ ends. Cleavage by DROSHA: The DROSHA nuclease, in association with the RNA-binding protein 
DGCR8 (forming the Microprocessor complex), endoribonucleolytically cleaves the 5′ and 3′ ends of the pri-miRNA. This cleavage produces 
a short hairpin structure, about 60 to 70 nucleotides long, called pre-microRNA (pre-miRNA). Nuclear Export by Exportin-5: The pre-miRNA 
associates with Exportin-5, Ran, and GTP to be transported through the nuclear pore into the cytoplasm. Cleavage by DICER1: In the cytoplasm, 
the pre-miRNA is processed by the RISC loading complex, which includes DICER1, an Argonaute protein, and either TARBP2 or PRKRA. DICER1 
cleaves the pre-miRNA, resulting in a double-stranded miRNA approximately 21 to 23 nucleotides in length, with protruding single-stranded 
3′ ends of 2–3 nucleotides. Incorporation into RNA-Induced Silencing Complex (RISC) and Strand Selection: The double-stranded miRNA 
is incorporated into an Argonaute protein within the RISC loading complex. The passenger strand is removed and degraded, while the guide strand 
is retained, directing the Argonaute complex (RISC) to target mRNAs
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chromatin. In contrast, hypomethylated regions are 
generally associated with a more open chromatin state, 
facilitating active gene expression [148].

Histone modifications and chromatin accessibility
Impact on Chromatin Accessibility Histone modifications, 
such as acetylation, methylation, and phosphorylation, 
play a significant role in modulating chromatin 
structure and accessibility. Histone acetylation, for 
example, is typically associated with an open chromatin 
configuration (euchromatin) that is more accessible to 
transcriptional machinery. Conversely, certain histone 
methylations can either enhance or inhibit chromatin 
accessibility depending on the specific modification 
and its location [149]. Siggens et al. [149] elucidated the 
pivotal roles of CHD1 and CHD2 chromatin remodeling 
enzymes across developmental processes, cancer biology, 
and cellular differentiation. Their research delineated a 
transcription-dependent mechanism by which CHD1 
and CHD2 are recruited to transcription start sites 
(TSSs) of genes, as well as to intragenic and intergenic 
enhancer-like loci. This recruitment modulates the 
architecture of active chromatin regions through 
processes involving chromatin accessibility and the 
disassembly of nucleosomes. These findings underscore 
the critical regulatory functions of CHD1 and CHD2 
in orchestrating chromatin dynamics essential for gene 
expression and cellular function in diverse biological 
contexts.

Histone Code The ‘histone code’ refers to the combi-
natorial patterns of histone modifications that regulate 
chromatin dynamics. For instance, trimethylation of his-
tone H3 at lysine 27 (H3K27me3) is associated with gene 
silencing and a closed chromatin state [149].

Noncoding RNAs and chromatin accessibility
Regulation of Chromatin Accessibility Noncoding RNAs, 
including long noncoding RNAs (lncRNAs) and small 
RNAs, play crucial roles in modulating chromatin acces-
sibility. lncRNAs can recruit chromatin-modifying 
complexes to specific genomic regions, altering histone 
modifications and DNA methylation patterns, which in 
turn impacts chromatin accessibility and gene expression. 
Jiang et  al. [150] conducted a pioneering genome-wide 
analysis focusing on long non-coding RNAs (lncRNAs) 
in the Naked mole rat (NMR, Heterocephalus glaber), 
exploring their potential implications in cancer resist-
ance. Their findings strongly indicate that lncRNAs play 
significant roles in the NMR’s anticancer mechanisms, 
suggesting their crucial involvement in these processes.

RNA-Directed DNA Methylation Small RNAs, such 
as microRNAs and small interfering RNAs, can direct 
DNA methylation and histone modification complexes 

to specific target regions. This RNA-directed regulation 
influences chromatin accessibility and gene expression 
indirectly. Chromatin accessibility is a dynamic feature 
of the epigenetic landscape that integrates the effects of 
DNA methylation, histone modifications, and noncoding 
RNAs. These elements work synergistically to regulate 
gene expression by controlling the accessibility of DNA.

Transcription miRNA transcripts can live inside 
host gene introns, co-transcript with different genetic 
material, or come from independently transcribed 
genes. While RNA polymerase II is responsible for the 
transcription of most miRNAs, RNA polymerase III 
co-transcripts a subset of miRNAs with nearby recurring 
components. The first transcript, known as a pri-miRNA, 
consists of a hairpin loop containing a partially double-
stranded area. Longer sequences can contain double-
stranded regions and extend from the hairpin’s 5′ and 3′ 
ends. [3].

1.	 DROSHA-Mediated Processing DROSHA nucle-
ase, in coordination with the DGCR8, performs 
an endoribonucleolytic cleavage at both the 5’ and 
3’ ends of the pri-miRNA. This process generates a 
short hairpin, approximately 60 to 70 nucleotides in 
length, known as the pre-microRNA (pre-miRNA) 
[60, 61].

2.	 Exporting from the Nucleus The pre-miRNA associ-
ates with Exportin-5, Ran, and GTP to form a com-
plex, aiding its passage through the nuclear pore into 
the cytoplasm [62].

3.	 Processing by DICER1 The RISC loading complex, 
comprising DICER1, an Argonaute protein, and 
either TARBP2 or PRKRA, catches the pre-miRNA 
in the cytoplasm. After DICER1 cleaves the pre-
miRNA, an imperfectly double-stranded miRNA 
with a length of 21–23 nucleotides is produced. Cur-
rently, the double-stranded miRNA has 2–3 nucleo-
tides of protruding single-stranded 3′ ends [63].

4.	 Integration with choosing strands and RISC Within 
the RISC loading complex, the double-stranded 
miRNA is transferred to an Argonaute protein. 
The passenger strand is subsequently removed and 
degraded, while the guide strand is retained to direct 
the Argonaute:miRNA complex (RISC) towards tar-
get mRNAs [63, 64]. The secondary structure of 
micro-RNA visualization by Force Directed Graph 
Layout was shown in Fig. 4.

RNA‑mediated mechanisms in cancer: insights 
into regulatory processes and therapeutic implications
The human genome encodes four Argonaute proteins, 
particularly EIF2C1 to 4 [65]. Among these, AGO2 
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(EIF2C2) stands out for its capability to cleave target 
mRNAs with near-perfect complementarity to the guid-
ing miRNA. While the mechanism of passenger strand 
removal in complexes involving other Argonautes 
remains incompletely understood, miRNA-loaded AGO2 
complexes primarily localize at the rough endoplasmic 
reticulum’s cytosolic surface in association with TARBP2 
or PRKRA. Additionally, TARBP2, AGO2, and DICER1 
have been detected in the nucleus.

In malignancies, both pre-translational and transcrip-
tional modifications occur within the nucleus. Examples 
include miR-15/16 loss linked to deletions in 13q14.3 
genes in chronic lymphocytic leukemia (CLL) and muta-
tions affecting crucial components like DGCR8, Exportin 
5, Drosha, and DGCR8. In the cytoplasm of cancer cells, 
mutations in TRBP and Dicer impact RNA processing. 
Modifications in transcription or translation also affect 
DICER, while AGO2 is influenced by Epidermal Growth 
Factor Receptor-triggered phosphorylation. These altera-
tions, affecting target mRNA through binding site muta-
tions and 3′ UTR shortening in DICER, contribute to 
dysregulated cellular mechanisms specific to cancer.

Modifications in transcription or translation have an 
impact on the DICER. Moreover, AGO2 is impacted 

by Epidermal Growth Factor Receptor-triggered phos-
phorylation. Binding site mutations, like that found in 
KRAS 3′ UTR, along with 3′ UTR shortening, like in 
DICER, result in changes to target mRNA. Further-
more, KSRP-mediated miRNA loading to RISC facili-
tates selective processing. All of these alterations add to 
the dysregulated cellular mechanisms that are specific 
to cancer. The majority of those linked to the cytoplasm 
are post-transcriptional and involve the processing of 
miRNAs, while those linked to the nucleus are primar-
ily genetic and transcriptional. The dysregulated cel-
lular processes that are typical of cancer are caused by 
both kinds of changes.

Understanding the roles of non-coding RNAs 
(ncRNAs) and their interactions with target genes 
is critical for developing targeted cancer therapies. 
Specific miRNAs and lncRNAs have been identified with 
oncogenic or tumor-suppressive functions, presenting 
potential targets for cancer therapy [32, 33, 35, 58]. For 
instance, miR-34a, a well-studied tumor suppressor, has 
shown therapeutic potential in various cancers [66], 
LncRNAs, such as HOTAIR and MALAT1, are associated 
with cancer progression and metastasis [67]. Rupaimoole 

Fig. 4  The secondary structure of microRNAs is visualized using a Force Directed Graph Layout. This figure presents the secondary structure 
of specific miRNAs (miR-21, miR-34a, miR-155, miR-200, miR-92, miR-221, miR-143, miR-126, miR-222, miR-10a, miR-31, miR-29a, miR-210, 
and miR145) as visualized through interactive graph layout software. The diagram displays the folding pattern of the miRNA molecule, highlighting 
key structural features such as hairpins, loops, and stems. These structural elements are crucial for miRNA function and its interaction with target 
mRNAs (http://​mirwa​lk.​umm.​uni-​heide​lberg.​de/​human/​mirna/​MIMAT​00004​37/)

http://mirwalk.umm.uni-heidelberg.de/human/mirna/MIMAT0000437/
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and Slack examined into microRNA-based therapies and 
their implications for precision medicin [3].

On the other hand, lncRNAs, known for their extensive 
length, participate in diverse regulatory processes involv-
ing chromatin remodeling, transcriptional control, and 
epigenetic modifications. They interact with DNA and 

histones, influencing functionality. Perturbations in these 
regulatory components can lead to various pathological 
conditions, including malignancies, neurodevelopmental 
anomalies, and autoimmune disorders.

Fig. 5  Provides a schematic representation of epigenetic biomarkers used for cancer diagnosis and prognosis. Key examples include DNA 
methylation, where hypermethylation of tumor suppressor genes like p16INK4a and hypomethylation of oncogenes such as MYC can signal various 
cancers, including melanoma and colon cancer. Histone modifications also play a crucial role; for instance, increased acetylation of histone H3 
lysine 27 (H3K27ac) is linked to active gene expression in prostate cancer, while specific methylation marks like trimethylation of histone H3 lysine 
4 (H3K4me3) are associated with active promoters in leukemias. Non-coding RNAs, including miR-21, are associated with poor prognosis in breast 
cancer and lung cancer, and HOTAIR lncRNA overexpression is linked to metastasis in breast cancer and colorectal cancer. Chromatin remodeling 
factors such as mutations in BRG1 (part of the SWI/SNF complex) are found in small-cell lung cancer and endometrial cancer, affecting gene 
expression. Additionally, genomic imprinting anomalies, such as overexpression of the IGF2 gene, are seen in Wilms’ tumor and can influence cancer 
progression. These biomarkers are pivotal in advancing cancer diagnosis, predicting disease outcomes, and guiding personalized treatments
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Epigenetic biomarkers for cancer diagnosis and prognosis
Epigenetic biomarkers have become pivotal tools in 
cancer diagnosis, prognosis, and personalized treatment 
selection [85, 86]. These biomarkers unravel the intricate 
web of epigenetic changes in cancers like liver, stomach, 
and pancreatic, empowering healthcare professionals 
to make informed decisions. Detailed cancer epigenetic 
biomarkers and its types was shown in Fig.  5. Among 
these markers, DNA methylation patterns stand out 
significantly [87]. Aberrant DNA methylation at specific 
gene loci serves as a diagnostic hallmark for various 
cancers. For instance, hypermethylation of the MLH1 
gene’s promoter region aids early colorectal cancer 
detection [88, 89].

Beyond diagnosis, epigenetic biomarkers also serve as 
prognostic indicators, predicting cancer progression and 
recurrence likelihood. They play an essential role in tai-
loring treatment strategies, exemplified by the predictive 
value of MGMT gene methylation status in glioblastoma 
response to alkylating agents like temozolomide [90]. 
This heralds the era of precision medicine, selecting ther-
apies based on individual epigenetic profiles.

The integration of epigenetic agents into combination 
therapies effectively targets tumor cells, regulating crucial 
processes such as apoptosis, proliferation, migration, and 
combating therapy resistance. Many approaches, such as 
receptor-mediated endocytosis (mediated by CD44 and 
αv3 integrin receptors), cell-mediated homologous tar-
geting, and TAT-mediated cell penetration, enable pre-
cise delivery of nanomedicine. Upon arrival in the tumor 
tissue, nanoplatforms release epigenetic drugs and other 
antitumor agents in response to the tumor microenviron-
ment (TME) factors like pH, GSH, and specific enzymes, 
allowing for optimal synergistic effects. This combina-
tion approach shows remarkable efficacy in treating solid 
tumors through a variety of machinery. It combines epi-
genetic therapy with other antitumor treatments such as 
radiation, chemo, molecularly directed, traditional medi-
cine therapy, and photoacoustic visualization. Ligands 
such as HA and iRGD, along with acronyms correspond-
ing PA, PD-1, PD-L1, also receptors such as CD44 and 
αvβ3 integrin receptors, as well as TAT (cell-penetrating 
peptide), play critical roles in this integrated therapeutic 
approach.

Despite their immense potential, challenges persist in 
the widespread clinical implementation of epigenetic bio-
markers. Standardized methods for detecting and inter-
preting these alterations are still evolving. The dynamic 
nature of epigenetic changes necessitates robust assays 
capable of capturing real-time alterations accurately. Yet, 
the growing body of evidence supporting their clinical 
utility promises enhanced cancer diagnosis, prognosis, 
and personalized treatment. Advances in epigenomic 

profiling have unveiled epigenetic biomarkers that sig-
nificantly contribute to cancer diagnosis, prognosis, and 
treatment selection.

Epigenetics in cancer therapy
Epigenetic treatments have emerged as a promising ave-
nue in cancer therapy, targeting reversible modifications 
like DNA methylation and histone alterations [4]. These 
treatments encompass inhibitors for DNA methyltrans-
ferase and histone deacetylase, among others, effectively 
addressing the underlying molecular pathways driving 
cancer growth. Notable classes of epigenetic modulators 
include DNA methyltransferase inhibitors (like Vidaza, 
Dacogen, Zebularine and Guadecitabine), HDAC-inhib-
itors (like Zolinza, Istodax, Beleodaq, Farydak, Entinostat 
(MS-275), Trichostatin A (TSA), Valproic acid (VPA)), 
histone methyltransferase inhibitors (like EPZ-5676), 
and Bromodomain and extra-terminal inhibitors (like 
JQ1 and OTX-015) [91, 92]. Moreover, RNA interference 
(RNAi) therapies utilizing small interfering RNA (siRNA) 
and short hairpin RNA (shRNA) precisely target cancer-
linked genes and reversible epigenetic modifications such 
as, DNA methylation and histone modifications [4, 93–
95]. For instance, DNA methyltransferase inhibitors like 
5-azacitidine and histone deacetylase inhibitors such as 
vorinostat are among the compounds developed for this 
purpose.

A significant paradigm shift in cancer treatment 
involves combining epigenetic medicines with traditional 
therapies like immunotherapy, chemotherapy and 
targeted therapies (Fig.  6). This strategy can  enhance 
treatment results, overcome drug resistance, customize 
treatment regimens, lessen side effects, and increase the 
susceptibility of cancer cells to cell death by sensitizing 
them to alternative therapeutic modalities. In addition 
to providing insightful information about the rational 
design of epigenetic therapies, Dawson and Kouzarides’ 
study summarized significant epigenetic events that 
contribute to the onset and progression of cancer. This 
work ultimately paved the way for novel strategies to 
fight cancer by modifying the epigenetic machinery. 
Sharma and Kelly’s study revealed a valuable resource for 
understanding the significance of epigenetics in cancer 
[96]. It underscores the potential of epigenetic therapies 
and the importance of a holistic approach that combines 
genetic and epigenetic insights for the development 
of more effective cancer treatments. This study has 
contributed to the growing recognition of epigenetics as 
a pivotal player in cancer biology and therapy.

Sigalotti et  al. study underscores an epigenetic drug 
as immunomodulators in the treatment of solid tumors 
[97]. It highlights the potential of combination therapies 
that leverage both epigenetic modifications and 
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immunotherapy to enhance the immune response against 
cancer cells. Flavahan and Gaskell’s study exhibited the 
critical role of epigenetic plasticity in cancer biology and 
its impact on the hallmarks of cancer. It provides valuable 
insights into the complex interplay between epigenetics 
and cancer progression, offering a foundation for the 
development of innovative therapeutic strategies aimed 
at modulating epigenetic plasticity to improve cancer 
treatment outcomes [98]. Immunotherapies containing 
epigenetic components, such as  checkpoint inhibitors 
like nivolumab (Opdivo) and pembrolizumab (Keytruda), 
may affect the tumor microenvironment’s epigenetic 
regulation. By focusing on immunological checkpoints, 
these inhibitors effectively let the body’s defenses against 
cancer cells loose. The delicate relationship between 
the immune system and epigenetic mechanisms is 
highlighted by the interaction between immunotherapy 
and these processes, which presents a promising way 
to improve the efficacy of cancer treatment. These 
treatments may enhance the overall therapeutic 
effect by altering epigenetic variables in the tumor 

microenvironment, which may facilitate immune cells’ 
ability to identify and assault cancer cells.

Targeted epigenetic therapies: tailoring treatment 
strategies
Targeted epigenetic therapies offer a personalized 
approach to combatting cancer by addressing spe-
cific epigenetic alterations driving disease progression. 
These treatments aim to restore normal gene expres-
sion patterns and impede tumorigenesis. Among these 
therapies are DNMTis like 5-azacitidine and decitabine, 
which hinder the activity of DNA methyltransferases 
[132]. By blocking DNA methylation, these agents reac-
tivate silenced tumor suppressor genes, curbing can-
cer cell growth and promoting programmed cell death. 
Histone deacetylase inhibitors (HDACis) represent 
another crucial class of targeted epigenetic therapies. 
HDACis alters histone protein acetylation, influencing 
chromatin structure and gene accessibility. In cancers, 
deregulated histone deacetylation can silence critical 
genes. Agents like vorinostat and romidepsin reverse 

Fig. 6  Schematic representation of various types of cancer therapies and their mechanisms of action. This figure categorizes and illustrates different 
cancer treatment modalities including chemotherapy, radiotherapy, targeted therapy, immunotherapy, and hormone therapy. Each therapy type 
is depicted with its specific mechanism of action, such as direct cytotoxic effects, DNA damage induction, targeted inhibition of cancer-specific 
pathways, immune system activation, and hormone receptor modulation. The diagram aims to provide a comprehensive overview of how each 
therapy targets cancer cells and the underlying biological mechanisms involved
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this process, reactivating genes that impede cancer pro-
gression [138, 140].

The integration of targeted epigenetic drugs with con-
ventional chemotherapy or immunotherapy showcases 
significant promise. For instance, combining DNMTis 
or HDACis with conventional therapies sensitizes can-
cer cells to treatment, potentially enhancing therapeutic 
responses and countering drug resistance. Previous stud-
ies provide compelling evidence for the efficacy of these 
synergistic therapies in clinical settings, emphasizing 
their importance in improving treatment outcomes [4, 
93].

Combination therapies
Combination therapies in cancer treatment have gained 
considerable attention, particularly in recent years, as 
researchers and clinicians recognize the potential of 
merging epigenetic therapies with conventional treat-
ments like chemotherapy, immunotherapy, and targeted 
therapies [99, 100]. Due to the complex interplay between 
histone deacetylation and DNA methylation in regulat-
ing gene expression, combined use of DNMT and HDAC 
inhibitors have been the subject of much research. High 
methylation regions of DNA are typically associated with 
densely packed chromatin topologies characterized by 
under-acetylated histone lysines. At the moment, com-
bining DNMT inhibitors like azacitidine, decitabine, and 
hydralazine with HDAC inhibitors like pracinostat, valp-
roic acid, entinostat, and vorinostat is showing encourag-
ing early efficacy. Thorough clinical testing is being done 
on this method for hematological malignancies as well as 
solid tumors [99].

1. Enhanced Efficacy Combining epigenetic therapies 
with traditional treatments can enhance the overall 
effectiveness of cancer therapies. Epigenetic modi-
fiers, such as DNMTis and HDACis, can sensitize 
cancer cells to the cytotoxic effects of chemotherapy 
drugs. This synergistic effect may result in increased 
cancer cell death and tumor regression.
2. Overcoming Drug Resistance Drug resistance 
remains a major challenge in cancer treatment. Epi-
genetic changes are often implicated in the develop-
ment of resistance to chemotherapy and targeted 
therapies. By targeting epigenetic alterations, com-
bination therapies can disrupt the mechanisms that 
cancer cells use to evade treatment, potentially re-
sensitizing them to the effects of these therapies.
3. Personalized Treatment The combination of epi-
genetic therapies with other treatments allows for 
a more personalized approach to cancer care. Epi-
genetic biomarkers can help identify patients who 
are most likely to benefit from these combination 

approaches. This personalized treatment strat-
egy optimizes therapeutic efficacy while reducing 
unnecessary side effects for individuals who may 
not respond as favorably to conventional treatments 
alone.
4. Minimized Side Effects Conventional cancer treat-
ments like chemotherapy often come with significant 
side effects due to their cytotoxic nature. Combining 
them with epigenetic therapies can allow for lower 
doses of cytotoxic agents while maintaining or even 
enhancing treatment efficacy. This reduction in side 
effects can significantly improve the quality of life for 
cancer patients.
5. Potential for Immunotherapy Synergy By using 
the immune system to attack cancer cells, vaccina-
tions have completely changed the way that cancer is 
treated. Combining epigenetic therapies using immu-
notherapy may further enhance the immune system’s 
ability to recognize and attack cancer cells. Epige-
netic modifications can influence the tumor micro-
environment, making it more immune-responsive 
and potentially increasing the effectiveness of immu-
notherapies.

The integration of epigenetic therapies with traditional 
cancer treatments represents a promising avenue in the 
ongoing quest for more effective cancer therapies. As 
research in this field continues to evolve, clinicians are 
likely to increasingly adopt combination approaches that 
capitalize on the synergistic effects of epigenetic modi-
fiers and conventional treatments, ultimately leading to 
improved patient outcomes in the battle against cancer.

Advances in oligonucleotide‑based therapies: 
ASOs and AntimiRs
ASOs: enhancing target specificity and stability
The evolution of ASOs began with the introduction of 
phosphorothioate nucleotides, a first-generation modi-
fication involving the substitution of non-bridging oxy-
gen in the phosphate group with sulphur [60, 87, 91]. 
This alteration bolstered ASO stability within cellular 
environments, rendering internucleotide linkages resist-
ant to nucleases degradation. Notably, this modification 
retained RNase H activation, crucial for mRNA tar-
get cleavage and subsequent suppression of target gene 
expression. Expanding on this basis, phosphorothioate 
nucleotides with 2′–O-methyl groups showed increased 
binding attraction for specific messenger RNA, markedly 
increased nuclease obstruction, and increased in vivo sta-
bility [60, 87, 91, 101].
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Expanding target delivery in therapeutic strategies
In recent breakthroughs, a peptide backbone 
modification of nucleic acids has been developed to 
enhance tumor delivery. This innovation involves the 
use of a pH low insertion peptide (pHLIP)-modified 
antimiR [102], where the peptide antisense nucleotide is 
modified through the addition of pHLIP via a disulfide 
bond. This conjugation enables efficient entry into 
cancer cells, capitalizing on the low pH in the tumor 
microenvironment. Under such conditions, pHLIP 
undergoes a pH-dependent conformational change, 
facilitating cargo release within the cytosol [102–104]. 
To facilitate the delivery of peptide nucleic acids (PNAs) 
into cells, it is necessary to attach the PNA to a larger 
molecule, commonly a cell-penetrating peptide or 
nanoparticle [105].

Clausse et  al. [105] conducted a study focusing on a 
PNA-derived compound subject to structural modifi-
cation through the incorporation of cyclic tetrahydro-
furan (THF) moieties. This modification demonstrated 
enhanced cellular permeability under specific condi-
tions. Additionally, the researchers engineered a variant, 
referred to as thyclotides, in which THF substitutions 
were introduced at each oligomeric position. Thyclo-
tides were strategically designed to target miR-21, a dis-
tinct form of genetic material. The modified thyclotides 
exhibited superior cellular uptake compared to unaltered 
PNA molecules utilizing an aminoethylglycine backbone. 
Moreover, an optimized thyclotide variant demonstrated 
autonomous cellular entry, obviating the need for sup-
plementary cell-penetrating peptides. This specialized 
iteration proficiently engaged with miR-21, resulting in 
downregulation of miR-21 expression and concurrent 
upregulation of three downstream targets within the cel-
lular milieu, namely PTEN, Cdc25a, and KRIT1.

Targeting mature miRNAs: OncomiRs and AntimiRs
AntimiRs share structural similarities with ASOs but are 
designed to bind directly to the mature strand of the tar-
geted miRNA, instigating a functional blockade [106]. 
Recent studies have explored modifications of antimiRs 
previously developed for ASOs [60, 106, 107]. An antimiR 
that was engineered to target miR-122 with a 2-O-meth-
oxyethyl modification, for instance, demonstrated bet-
ter target modulation than antimiRs that did not have 
this particular modification. Noteworthy advancements 
include Locked Nucleic Acid modified antimiRs, which 
mimic a ribonucleotide’s C3′-endo conformation [108]. 
LNA mixmers, featuring repeated patterns of deoxyri-
bonucleotides and locked ribonucleotides, demonstrated 
promising results in various in vivo models.

OncomiRs, microRNAs associated with cancer pro-
gression, present promising targets for therapeutic 

intervention using antimiRs. For instance, miR-10b is 
implicated in various solid tumors like breast and gli-
oma, regulating genes NF1, CDH1, E2F1, PIK3CA, ZEB1, 
and HOXD10 [78]. Orthotopic administration of locked 
nucleic acid antimiRs against miR-10b has shown prom-
ise in glioblastoma and breast cancer models. Another 
notable oncomiR, miR-155, is overexpressed in a range 
of solid tumors including liver, lung, kidney, glioma, 
and pancreas, as well as in B cell lymphomas and lym-
phoid leukemias. Its effects are mediated through tar-
geting genes like SHIP, SPI1, HDAC4, RHOA, SOCS1, 
BCL2, JMJD1A, SOX6, SMAD2, SMAD5, and TP53INP1. 
Experimental approaches using miR-155-overexpressing 
models have demonstrated the potential of antimiRs as 
therapeutic agents, particularly in lymphomas. Addition-
ally, pHLIP-conjugated antimiRs offer a targeted delivery 
mechanism for inhibiting miR-155. Moreover, miR-221 
and miR-222 play roles in solid tumors such as liver, 
pancreas, and lung cancers, targeting genes CDKN1B, 
CDKN1C, BMF, RB1, WEE1, APAF1, ANXA1, and CTCF. 
In liver cancer models, cholesterol-conjugated antimiRs 
against miR-221 and miR-222 have shown promise in 
targeting HCC xenografts. These findings collectively 
underscore the potential of antimiRs as a targeted thera-
peutic approach in mitigating the impact of dysregulated 
oncomiRs in cancer.

Epigenetic editing and precision medicine
CRISPR/Cas9 screening in oncology plays a pivotal 
role in identifying genotype-specific vulnerabilities. 
Through targeted gene deletion, the viability of cancer 
cells can be selectively diminished, offering a potential 
avenue for discovering therapeutic targets [109, 110]. 
Another crucial application involves elucidating genes 
that either collaborate with a drug or develop resistance 
against it. The combination of CRISPR screening with 
drug perturbation provides invaluable insights into 
by what means cancer responds to treatment [111]. 
Stadtmauer et  al. reported that, three patients with 
refractory cancer are the subjects of a first-ever phase 1 
clinical trial designed to assess the safety and feasibility 
of multiplex CRISPR-Cas9 editing in reprogramming T 
cells. TCRα (TRAC) and TCRβ (TRBC), the two genes 
that encode the native T cell receptor (TCR) chains, were 
purposefully taken out of the T cells in this intervention. 
This strategic deletion served the purpose of mitigating 
TCR mispairing and amplifying the expression of a 
synthetic TCR transgene, specialized for targeting the 
NY-ESO-1 cancer antigen. In addition, a 3rd gene that 
codes for the programmed cell death protein 1 (PD-1; 
PDCD1) was deleted to  improve the immune response 
against tumors. After the patients were given engineered 
T cells, all three of the targeted genomic loci successfully 
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underwent long-lasting engraftment. Chromosome 
translocations were seen, but over time, their frequency 
gradually decreased [112]. In order to validate and assess 
acute myeloid leukemia -enriched dependencies in vivo, 
Lin et  al. developed a CRISPR screening strategy that 
uses orthotopic xenograft models. This approach includes 
CRISPR-competent AML patient-derived xenograft 
(PDX) mice that are tractable for genome editing [110]. 
SLC5A3 has been discovered by Lin et  al. [110] as a 
metabolic vulnerability in AML, while MARCH5 is a 
crucial regulator of apoptosis. These findings suggest new 
avenues for therapeutic intervention [110].

Through the application of genome-wide CRISPR/Cas9 
library screening, Huang et al. have identified DUSP4 as 
the crucial gene associated with the emergence of resist-
ance to Lenvatinib in hepatocellular carcinoma (HCC). 
This discovery offers a substantial breakthrough in 
addressing resistance to tyrosine kinase inhibitors. The 
deficiency of DUSP4 leads to the development of resist-
ance to Lenvatinib by reactivating the functions of ERK 
and MEK in HCC patients undergoing Lenvatinib treat-
ment [113]. In the clinical management of lung cancer 
and other malignancies, the use of receptor tyrosine 
kinase (RTK)/Ras/mitogen-activated protein kinase 
(MAPK) pathway inhibitors has shown promise. How-
ever, a significant number of patients still exhibit subop-
timal responses to these treatments. Notably, CRISPR/
Cas9-mediated gene deletion screening in lung cancer 
cells revealed that the absence of the KEAP1 gene, in 
conjunction with multiple targeted RTK/Ras/MAPK 
pathway inhibitors, induces metabolic adaptations. This 
enables cells to proliferate even in the absence of requi-
site MAPK signaling. This loss-of-function screening 
method proves instrumental in assessing the effective-
ness of related drugs in clinical trials and aids in making 
informed treatment choices.

In the realm of carcinogenesis, somatic mutations yield 
neoantigens that elicit a potent T-cell response. However, 
these mutations can also confer resistance to immuno-
therapeutic interventions. Cancer cells transduced with 
sgRNA libraries were cultured alongside cells from the 
immune system to obtain a better understanding of how 
cancer cells become resistant to attacks by immune sys-
tems. The identification of sgRNAs displaying enrich-
ment or depletion patterns in the population of cancer 
cells that survived was made possible by later NGS. This 
methodological approach aids in the delineation of 
genetic perturbations that dictate the resistance or sensi-
tivity of cancer cells to immune cell-mediated cytotoxic-
ity [114].

Nanotechnology/nano‑medicine: revolutionizing cancer 
treatment
Nanomedicine has revolutionized cancer treatment by 
leveraging nanoparticles (NPs), typically within the size 
range of 1 to 100  nm, for various therapeutic and diag-
nostic purposes. NPs-based epigenetic drug delivery, 
offering a precision-oriented strategy to target the under-
lying molecular mechanisms driving tumorigenesis [115]. 
One of its key advantages lies in targeted drug delivery, 
where NPs can be precisely engineered to target cancer 
cells, sparing healthy tissues and minimizing the often 
debilitating side effects associated with traditional can-
cer treatments [40, 43]. Moreover, nanomedicine has 
addressed the issue of poor drug solubility, a common 
challenge in anticancer therapies. NPs can encapsulate 
these drugs, improving their solubility and overall bio-
availability, thus enhancing their effectiveness [41, 42, 
116, 117]. By doing so, it overcomes several challenges 
associated with conventional epigenetic therapies, such 
as off-target effects and systemic toxicity. These NPs act 
as specialized vehicles, ferrying epigenetic drugs directly 
to the cancer cells while sparing healthy tissues. This is 
particularly crucial in the context of epigenetic modifi-
cations, which can exert wide-ranging effects on cellular 
behavior. The tailored delivery ensures that the epigenetic 
agents reach their intended targets, where they can elicit 
specific changes in gene expression patterns, chromatin 
structure, and other epigenetic features. Table 3 provides 
an overview of the key challenges faced when using nano-
materials in cancer therapy and suggests potential solu-
tions to address these issues. Additionally, the summary 
of research on nanomaterials and their impact on epige-
netic changes in cancer treatment is shown in Table 4.

Another significant benefit of nanomedicine is the abil-
ity of NPs to sustain drug release over time, offering a 
prolonged therapeutic effect and reducing the need for 
frequent dosing. These NPs can also serve as valuable 
tools in cancer imaging and diagnosis, acting as con-
trast agents in techniques like MRI or PET scans. This 
aids in early cancer detection and monitoring treatment 
response. Sendi et al. has reported the development of a 
miR-122 nanoformulation as a therapeutic agent to pre-
vent liver metastases [118]. They constructed a miR-122 
lipid calcium phosphate (Gal-LCP) nanoformulation that 
is specifically targeted at galactose. This nanotherapeutic 
selectively and highly efficiently delivered miR-122 into 
hepatocytes without causing any significant toxicity, this-
study describes a method for enhancing miRNA delivery 
through nanomedicine to improve cancer prevention and 
treatment.

Furthermore, the concept of theranostics has emerged, 
wherein certain NPs can perform dual roles as both diag-
nostic and therapeutic agents. They can be employed 
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not only to diagnose cancer but also to deliver treatment 
simultaneously, offering a more comprehensive and tar-
geted approach to patient care. In the fight against drug 
resistance, nanomedicine strategies have also proven 
instrumental.

By altering drug pharmacokinetics and bypassing 
resistance mechanisms, NPs can help overcome drug 
resistance in cancer, providing new hope for patients fac-
ing this formidable challenge. Overall, nanomedicine has 
ushered in a promising era in cancer research and treat-
ment, offering innovative solutions to enhance efficacy, 
reduce side effects, and improve patient outcomes.

•	 Lutetium-177 PSMA (Lu-177 PSMA): Used in the 
treatment of metastatic castration-resistant prostate 
cancer, Lu-177 PSMA is a radiopharmaceutical that 
targets prostate-specific membrane antigen (PSMA) 
expressing cells [119].

•	 Gallium-68 PSMA (Ga-68 PSMA): This 
radiopharmaceutical is used for PET imaging in 
prostate cancer patients to detect the presence and 
spread of PSMA-expressing tumors [120].

•	 Yttrium-90 Ibritumomab Tiuxetan (Zevalin): Zeva-
lin is used for the treatment of certain types of non-
Hodgkin’s lymphoma. It combines a monoclonal 
antibody targeting CD20 with a radioactive isotope 
[121].

•	 Iodine-131 Metaiodobenzylguanidine (MIBG): Used 
in the treatment of neuroblastoma, MIBG is a radi-
opharmaceutical that targets neuroblastoma cells 
[122].

•	 Radium-223 Dichloride (Xofigo): Xofigo is used for 
the treatment of metastatic castration-resistant pros-
tate cancer. It is a targeted alpha-particle emitting 
radiopharmaceutical [123].

•	 Iodine-131 I-Tositumomab (Bexxar): Bexxar was 
used for the treatment of certain types of non-

Table 3  The key challenges and potential solutions associated with using nanomaterials in cancer therapy

Challenge Description Potential solutions References

Biocompatibility and Toxicity Nanomaterials may induce adverse effects 
or toxicity in healthy tissues

Develop biocompatible coatings and surface 
modifications
Conduct thorough in vivo and in vitro testing

[161]

Targeted delivery Achieving precise delivery of nanomaterials 
to tumor cells while avoiding healthy tissues 
is challenging

Utilize targeted ligands (e.g., antibodies, pep-
tides) to improve specificity
Employ stimuli-responsive materials

[162, 163]

Drug resistance Tumors may develop resistance to the thera-
peutic agents delivered by nanomaterials

Design multi-drug delivery systems to over-
come resistance
Incorporate combination therapies

[164, 165]

Scale-Up and Manufacturing Scaling up production from laboratory to clini-
cal-grade materials can be complex and costly

Optimize synthesis and purification processes
Develop standardized protocols for large-scale 
production

[166, 167]

Regulatory and safety Issues Navigating the regulatory landscape and ensur-
ing safety for clinical use can be difficult

Adhere to regulatory guidelines and conduct 
extensive safety evaluations
Engage with regulatory agencies early 
in the development process

[168, 169]

Stability and shelf-life Nanomaterials may have limited stability 
and short shelf-life, impacting their effective-
ness and usability

Develop stable formulations and storage 
conditions
Implement encapsulation techniques 
to enhance stability

[170, 171]

Biological clearance and accumulation Nanomaterials can accumulate in non-target 
organs, leading to potential toxicity

Engineer nanoparticles for controlled release 
and enhanced clearance
Use biodegradable materials to minimize 
accumulation

[172, 173]

Cost of production The cost of developing and producing nano-
materials can be high

Explore cost-effective production methods
Collaborate with industry partners to share 
costs and resources

[73, 174]

Ethical and social implications There may be concerns about the ethical use 
and societal impact of advanced nanotech-
nologies in medicine

Engage in public dialogue and address ethical 
considerations
Ensure transparency in research and develop-
ment processes

[175]

Limited clinical success Some nanomaterial-based therapies may 
not show expected clinical outcomes

Conduct robust clinical trials and longitudinal 
studies
Refine nanomaterial designs based on clinical 
feedback

[176]
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Hodgkin’s lymphoma. It combined a monoclonal 
antibody targeting CD20 with a radioactive isotope 
[124].

•	 Nanoparticle Albumin-Bound Paclitaxel (Abraxane): 
While not strictly a theranostic drug, Abraxane is an 
example of a nanoparticle-based drug delivery sys-
tem. It delivers paclitaxel to cancer cells more effi-
ciently than traditional formulations [125].

•	 64Cu-DOTATATE (Ga-DOTATATE): This radiop-
harmaceutical is used for imaging and therapy in 
neuroendocrine tumors expressing somatostatin 
receptors [126].

•	 131I-Metaiodobenzylguanidine (131I-MIBG): Simi-
lar to MIBG, this radiopharmaceutical is used in the 
treatment of neuroblastoma [127].

•	 Rhenium-186 Liposomes (Re-186 Liposomes): 
Liposome-based drug delivery systems loaded with 
the beta-emitting isotope rhenium-186 have shown 
potential in cancer therapy [128].

•	 177Lu-DOTATATE (Lutathera): Lutathera is used in 
the treatment of neuroendocrine tumors expressing 
somatostatin receptors [129].

Nanoparticle‑based therapies: enhancing efficacy 
and selectivity
The effectiveness of NPs -based epigenetic medication 
delivery is its capacity to capitalize on the tumor vas-
culature’s increased permeability and retention (EPR) 
effect. This condition causes leaky blood arteries and 
poor lymphatic drainage, which is characteristic of many 
solid tumors and allows nanoparticles to collect specifi-
cally in the tumor microenvironment. These nanoparti-
cles can also be modified on the surface and fitted with 
ligands to enable active targeting, which increases their 
specificity for cancer cells [130, 131]. For instance, NPs 
was used to deliver fulvestrant together with abemaciclib, 
a powerful inhibitor of cyclin-dependent kinases 4 and 6 
(CDK4/6). This combination was intended to prevent the 
emergence of drug resistance, which is frequently linked 
to extended use of fulvestrant. Targeting peptides on the 
NPs surface enabled targeted drug release, guarantee-
ing targeted toxicity in tumor tissues while protecting 
healthy tissue. The NP formulation, known as PPFA-
cRGD, showed no discernible side effects in mouse or 
Bama tiny pig models while effectively eliminating tumor 
cells in breast cancer organoid and orthotopic models 
[131]. Ligands like hyaluronic acid (HA) and iRGD can be 
utilized to exploit overexpressed receptors on the surface 
of cancer cells, ensuring a higher affinity for the target 
site. This precision-focused approach not only maximizes 
the therapeutic effect but also minimizes the exposure 
of healthy tissues to the epigenetic agents, mitigating 

potential side effects. Moreover, the NPs carriers can be 
designed to respond to specific stimuli within the tumor 
microenvironment, such as pH levels, concentrations of 
glutathione (GSH), or enzymatic activity. This allows for 
controlled release of the epigenetic drugs, NPs and the 
tumor microenvironment exemplifies the sophistication 
and adaptability of this approach. Reda et  al. presented 
antigen release agent and checkpoint inhibitor (ARAC), 
a NPs-based immunotherapy. This novel strategy was 
created specially to increase the potency of cell death 
protein ligand 1 (PD-L1) inhibitors. ARAC functions by 
delivering a programmed PD-L1 antibody inside a nano-
particle framework along with a polo-likekinase1 (PLK1) 
inhibitor (volasertib) [130].

Furthermore, the integration of epigenetic therapy with 
NPs-based delivery systems holds immense promise in 
overcoming drug resistance, a pervasive challenge in can-
cer treatment (Fig. 6). NPs can encapsulate a combination 
of epigenetic drugs, each targeting different aspects of the 
epigenetic landscape. Studies have shown that encapsu-
lating Azacitidine in NPs offers a means of targeted drug 
delivery, which can improve its bioavailability and thera-
peutic impact across various cancer types [132, 133]. This 
multifaceted approach can disrupt the adaptive strategies 
employed by cancer cells to evade treatment, effectively 
restoring their sensitivity to therapeutic interventions. 
Additionally, NPs-based delivery systems open avenues 
for combination therapies, where epigenetic agents can 
be synergistically paired with other anti-cancer treat-
ments. For example, NPs can be engineered to co-deliver 
chemotherapeutic drugs or molecularly targeted thera-
pies alongside epigenetic agents, unleashing a potent and 
multifaceted assault on cancer cells. This combinatorial 
approach addresses the heterogeneity of cancer, targeting 
multiple vulnerabilities simultaneously and significantly 
improving treatment outcomes. In essence, NPs-based 
epigenetic drug delivery represents a paradigm shift in 
cancer therapy, offering a refined and tailored strategy 
to combat this complex and dynamic disease. Elzayat 
et al. developed GEF-AZT-NLC, a formulation of Nano-
structured Lipid Carrier (NLC) designed to treat meta-
static-resistant lung cancer, by combining Gefitinib with 
Azacitatidine [132]. Simlilarly, 4-(N)-stearoyl gemcit-
abine (GemC18), a fatty-acid amide prodrug of the nucle-
oside analog gemcitabine, was encapsulated using poly 
(lactic-co-glycolic acid) (PLGA) NPs or microspheres. 
The most effective anti-tumor impact was shown by the 
depot formulation, which used PLGA NPs loaded with 
GemC18. This effect may have been caused by the injec-
tion site’s regulated release of GemC18 [134]. Guadecit-
abine, as a next-generation DNMTi, has garnered interest 
for its potential to overcome limitations associated with 
earlier inhibitors [135].
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Ruan et  al. developed a dual bioresponsive gel depot 
that can respond to the tumor microenvironment’s 
(TME) acidic pH and reactive oxygen species (ROS). 
This depot enables the simultaneous delivery of both 
anti-PD1 antibody (aPD1) and Zebularine [136], 
an HMA. Additionally, their research shows  that 
this combination therapy promotes cancer cells’ 
immunegenicity and aids in the reversal of the tumor 
microenvironment’s immunosuppressive effects [137]. 
The investigation of NPs-based formulations for SGI-
110, a second-generation DNMTi developed by Astex 
pharmaceuticals, represents an exciting development 
in the field. These studies suggest that harnessing the 
potential of nanomedicine in conjunction with DNMTis 
holds significant promise for advancing the efficacy and 
precision of epigenetic-based cancer therapies, ultimately 
offering hope for improved outcomes for patients with 
several forms of cancer [132–135, 137]. Vorinostat, a 
Histone Deacetylase (HDAC) inhibitors, for instance, 
has been extensively studied in nanoparticle-based 
formulations [138, 139], demonstrating potential for 
enhanced drug delivery and efficacy against various 
cancer types. The combined use of the topoisomerase II 
inhibitor etoposide (ETOP) with the histone deacetylase 
inhibitor vorinostat (VOR) was studied by Kumar et  al. 
[139].

Human cervical cancer cells (HeLa) showed a syner-
gistic benefit from this concurrent treatment method. 
Moreover, compared to the administration of the free 
medicines, these combination treatment medications 
(VOR and ETOP) showed an even more strong syner-
gistic cytotoxic impact when they were encapsulated in 
poly(ethylene glycol) monomethacrylate (POEOMA) 
nanogels. The enhanced caspase 3/7-mediated apop-
tosis was found to be the cause of the drug-loaded 
POEOMA nanogels’ improved synergistic cell killing 
efficacy [139]. Romidepsin, another HDAC inhibitor, 
has shown promise when explored in nanoparticle for-
mulations, suggesting improved therapeutic outcomes. 
Likewise, investigations into nanoparticle-based delivery 
systems for Belinostat have highlighted the potential for 
targeted therapy in cancer treatment. For the targeted 
treatment of diffuse intrinsic pontine glioma (DIPG) with 
p53-induced protein phosphatase 1 (PPM1D) mutation, 
Shan et al. have created a nano drug delivery system that 
uses functionalized macrophage exosomes loaded with 
PPM1D-siRNA and panobinostat. When compared to 
giving the medications in their free form, this method 
shows higher drug delivery efficiency and more power-
ful therapeutic benefits [140]. Natural HDAC inhibitor 
Trichostatin A has been the subject of research explor-
ing its encapsulation in nanoparticles, offering a means 
of targeted drug delivery [27]. Additionally, NPs-based 

formulations of Entinostat have been under investiga-
tion, showing potential for improved drug delivery and 
therapeutic efficacy [141]. These studies collectively 
demonstrate the exciting potential of combining HDAC 
inhibitors with nanomedicine strategies, offering a path 
toward more effective and precise epigenetic-based can-
cer therapies, which could significantly impact the treat-
ment landscape for various types of cancer.

Small interfering RNA (siRNA) is a class of RNA mol-
ecules that can specifically target and silence the expres-
sion of particular genes. In the realm of nanomedicine, 
researchers have harnessed the potential of siRNA by 
encapsulating or conjugating it with nanoparticles. This 
approach enhances the stability, delivery precision, and 
targeting capability of siRNA, enabling more effective 
and precise gene silencing for therapeutic purposes. Sev-
eral notable examples of siRNA-based nanomedicine 
drugs and formulations have been investigated or devel-
oped [140–143]. Patisiran, an FDA-approved RNA inter-
ference (RNAi) therapeutic, addresses polyneuropathy in 
adults with hereditary transthyretin-mediated amyloido-
sis (hATTR) using lipid nanoparticles for the delivery of 
siRNA targeting the transthyretin Strosberg, Caplin gene 
[129]. Similarly, Givosiran, another FDA-approved RNAi 
therapeutic, combats acute hepatic porphyria by employ-
ing lipid nanoparticles for siRNA delivery, specifically 
targeting aminolevulinate synthase 1 (ALAS1) mRNA in 
the liver [144].

Conclusion
In conclusion, the intricate interplay between genetic 
mutations and epigenetic alterations underscores the 
pivotal role of epigenetics in cancer research and treat-
ment. The review has underscored the significance of 
DNA methylation, histone modifications, and non-cod-
ing RNAs, particularly microRNAs and long non-coding 
RNAs, as key regulators of cancer-related gene expres-
sion. By exploring the potential of epigenetic-based ther-
apies, including oligonucleotide-based strategies such as 
antisense oligonucleotides and antimiRs, this article has 
illuminated the promising landscape of selectively mod-
ulating specific epigenetic markers involved in tumo-
rigenesis. Furthermore, the concept of epigenetic editing 
has been discussed, offering a glimpse into the potential 
future of precision medicine for cancer patients. The 
exploration of epigenetic biomarkers for early cancer 
detection and prognosis, coupled with the integration of 
nanomedicine into cancer therapy, presents innovative 
approaches poised to enhance therapeutic efficacy. These 
advancements collectively drive the field of precision 
oncology forward, promising improved patient outcomes 
in the relentless fight against cancer. The continuous 
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evolution and integration of these epigenetic-based 
strategies hold great promise for revolutionizing cancer 
prevention, diagnosis, and treatment, ultimately offering 
hope for better outcomes and quality of life for patients.
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